J el oVl $alio
LIl Gl pac L Wlogleoll Jolg WLLLI dilon

CYBER SECURITY FORUM

Data Protection And Information Security In The
Age Of Cyber Security

T—

06 -0/ June 2022

The Diplomat Radisson Blu Hotel
KINGDOM OF BAHRAIN

Knowledge Partners @ojsoll clapi

duson (é:-lcl:;bd -«\
(gl yber ? 43201l 840
‘ G\l Acodemy . 4 Eﬁﬁ:n il;?:ciuﬁon

of Banks

KEYNOTE SPEAKER

ORIGIV

GROUP
United Kingdom Kingdom of Bahrain

% N L2 ’

7| |\

Dr. Richard Bingley
United Kingdom

BAHRAIN INTERNET SOCIETY




About the forum

Cyber security and data protection are becoming a serious issue globally, and all organizations
despite their size or nature of business have no choice rather than give this issue top priority,
otherwise, they will be affected.

Accordingly, this forum will be conducted to focus on the latest developments in cyber security
and its great impact on preserving complex data in various institutions in addition to the need for
advanced laws to define cybercrimes and legal measures to combat cyber security.

The forum consists of two days, where the first day will focus on a set of important themes as
included in the program, in addition to a round table or discussion session.

On the second day, the forum will focus on two workshops on the most important requirements and
risks of data protection and the role of cybersecurity in that, as cybersecurity challenges for major
systems include various precise and intensive programs in joint tactical systems and networks.

About the workshops:

After completion of the first day of the form, two workshops will be delivered as follows:

Workshop 1:
Mobile data risks for solo travelers.

Workshop 2:
Cyber security audit and cyber incident response.

These workshops will focus on solutions and applied methods to overcome the challenges
that companies and organizations face in preserving their data from Hackers.
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ABOUT THE
TRAINER and

Dr. Richard Bingley serves as Chairman of UK Security Partners Ltd., and has
worked at Buckinghamshire New University since 2012 as a Senior Lecturer in
Security as well as Director of the Business School. Richard served as Press
Liaison officer, in the UK Labor Party Government during Prime Minister Tony
Blair's second and third administration (2003- 06). Under secondment, he
later served as Cabinet Minister visits coordinator for Prime Minister Gordon
Brown'’s re-election campaign in 2010.

He is the author of three security books, including Terrorism: Just the Facts
(Heinemann, 2004) and the Security Consultant’s Handbook (IT Governance
Press, 2015).

He served as Chief Executive Officer of City Security and Resilience Networks
(CSARN) from 2009 to 2012 and Executive Director of London First (2007-09).
In this post he led on the development of counter-terrorism focused Business
Policing Model in central London, in partnership with the Commissioner of the
City of London Police and Cardiff University.
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Dr. Ahmed Nasser
Professional Speaker
Kingdom of Bahrain

Dr. Ahmed Nasser has vast experience in Electrical
Engineering Technology and Biomedical Engineering
Technology. He worked in different organizations and
institutions in the public and private sector providing
his consultations in HR and [T-related aspects. He
managed various Information Technology projects
simultaneously and research and development
projects and led various teams with different tasks
"both technical and non-technical oriented tasks" Dr.
Nasser delivered many training programs in both,
management and technology field.

He worked previously as an Assistant Secretary
General, Shura Council, Kingdom of Bahrain, Director
of Technical Affairs, Ministry of Labor and Social
Development, and currently Assistant Professor,
Alasala Colleges, College of Business, Kingdom of
Saudi Arabia.

He holds a Ph.D. in Engineering Management and
System Engineering from The George Washington
University, Wash. DC, 2000 and a Master’s degree in
Electrical. Engineering from the George Washington
University, Washington DC, 1993

OTHER SPEAKERS

Safa Abdulghani

Head of Public Relations &
Media at Origin Group
Kingdom of Bahrain

Safa is a certified Public Relations & Media Specialist,
Editor, Copywriter, Content Creator, and Translator. She
is a Certified Digital Marketing Professional (CMPD)
and a Certified Social Media Strategist and a Former
NEWS Anchor at the NEWS Centre — Bahrain TV.

She is the Chief Editor of Origin Group newsletter
“Original” and Origin’s Spokesperson in various
occasions and events.

Specialized in Entrepreneurship, Intrapreneurship,
and a Certified Social Entrepreneurship Bootcamps
Facilitator (WEnF - JWEF). She delivered various
workshops in Creativity Management, Talents
Exploration, Ideation, and Think Tank workshops,
which enabled numerous university graduates to start
their own entrepreneurial businesses.

Holds a Master’'s Degree in Business Administration
from Business School — Zurich and a Bachelor's
Degree in Accounting from the University of Bahrain.
She has a wide network of Ministers and officials
in Bahrain and other GCC countries, in addition to
numerous international gurus and speakers around
the world.

Abdulla Al Hamed
President

Bahrain Internet Society
Kingdom of Bahrain

Abdulla Al Hamed has over eighteen years of
professional experience in various fields, including
Strategic Planning, Business Development, Project
and Product Management, ICT, Islamic Finance, and
CLDP expert.

He participated in establishing and leading the
eCommerce directorate at the Ministry of Industry &
Commerce, which acts as a regulator and promoter in
Bahrain and handled responsibilities of the eBusiness
Consultancy at Gulf Finance House GFH In addition
to working in various capacities at Arab Banking
Corporation ABC and Batelco, which lead to the
gathering of vast market knowledge and experience
locally, regionally, and internationally.

He holds a Master of Applied Business Research
(SBS-Zurich), and Master’s in Business Administration
(MBA) from the United Kingdom, Level 4 Directive
Communication Psychology Certified Corporate
Trainer in the areas of dynamic speaking, human
drive and motivation, and curriculum development:
IACT Certified Trainer, Certified International
Property Specialist CIPS, Leadership in Energy and
Environmental Design -LEED-GA and Founding and
Board Member and Chairman of Bahrain Internet
Society.

Dr. AbdelGadir Warsama
Founder & CEO

Warsama Consultancy
Kingdom of Bahrain

Specialized in consultancy services to banks,
investment companies, real estate developers,
family companies and other entities in Bahrain & Gulf
Countries.

Work in legal matters covering banking, mutual funds,
securities markets and contracting. The legal
issues cover corporate management and formation,
corporate governance disputes resolution and
arbitration.

Deepinvolvementin IT legal matters, helped in drafting
electronictransactions and cyberlaws.

Particularly helped banks in cyber security matters
from a legal perspective by drafting regulations,
related terms, e-contracts, and how to combat and
mitigate cyber security risks at all levels including the
Internet up to Artificial Intelligence (Al).

Started as Legal Advisor, Ministry of Justice Sudan
and joined as the legal advisor, Sultanate of Oman
Central Bank & left to UAE Central Banks. In Bahrain,
joined BBK Group as the Legal Advisor & Head of
Legal Dept. All through this time, teaching business
laws at Universities. Also, courses covering IT laws &
cyber security to graduate and post-graduate students
in Universities. Published many reference books
in business & IT laws and a weekly column writer
in Arabic and English covering up to date business
issues.



Forum and Workshops'
objectives:

» Realize the latest technologies of cyber protection

» Know the types of threats and risks in cyberspace
in addition the need for advanced laws to define
cybercrimes and legal measures to combat cyber
security.

» Create protection plans for individuals and
institutions from electronic penetration

» How to determine risk levels in social media

» Learn how to Secure and protect your mobile phone
from hacking

Who should attend?

Information Technology Managers

Risk Managers

Information technology staff

Quality and risk management personnel
Social media managers

Department managers
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Employees of all classes
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BEVAIM Monday, 06" June 2022

I:O ru m Ag e n d a 07:30 | 08:30 am Network over tea and coffee

08:30 | 08:45am Official Opening

Qur’an Citation - Origin Video - Short film about Cyber Security
Awards

08:45 | 09:30 am Session 1: Cyber Security: Expecting the Unexpected - Dr. Richard Bingley - UK

e What is Cyber Security? Current attack trends, impacts and terminology
e The importance of Cyber Security

e Risk Management in Business Environments

e Isomorphic learning by way of a Cyber Security Case Studies which cover business impacts and vulnerabilities

e Four sectors: Banking, Support Services, Utilities and Retail

09:30 | 10:00 am Session 2: Law updates in defining cyber crimes and legal controls to fight them

Dr. Abdulgader Warsma - Sudan
e The legal and legislative framework for the security and safety of cyberspace.
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» Legal regulations for the classification of Cyber Security attacks and threats.

}

e Legal infrastructure for Cyber security in countries and agreements.

10:00 | 10:30 am Tea & Coffee Break

10:30 | 12:00 pm Session 3: Network Architecture, Weaknesses and How Vulnerabilities Become Attacked

e Communication and Network Security

e Identity and Access Management

o Network Devices, Local Area

* Networks (LAN) and Wide Area Networks (WAN)

e Frameworks for understanding cyber-attacks

12:00 | 12:30 pm Tea & Coffee Break & Prayer Time

12:30 | 02:30 pm

Round Table Discussion

e A group of specialist and expert in cyber security, AI, Digital transformation, and top emerging technologies will have to depet hot issues and topics.
e This round table will be facilitated by Dr. Richard Bingley

Lunch and Close of day one
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Forum Agenda

Day 28l Tuesday, 07" June 2022

08:00 | 08:30 am

08:30 | 10:00 am

10:00 | 10:15am
10:15 | 12:00 pm

12:00 | 12:45 pm
12:45 | 02:00 pm

02:00 | 02:15 pm
02:15 | 03:15 pm

03:15 | 03:30 pm

Networking Over Tea & Coffee

Workshop 1: Mobile Data Risks and Lone Travellers
Workshops are delivered by Dr. Richard Bingley assisted by Ms. Safa Abdulghani

e Protecting Mobile Data: Network Security on devices: Android (OS), WiFi networks and security management
e Mobile Data: Risk Assessment, Research and Open Source Intelligence (OSINT) and Mitigation
e Learn about mobile and apps surveillance and network analysis tools

Tea & Coffee Break

Group Exercise

* Provide a report to an Executive Board with steps to ensure the better security & protocols around company employee mobile device use.
e Feedback / Outcome.

Prayer Time & Lunch Break

Workshop 2: Cyber security audit and cyber incident response.
e How to conduct cyber security audits

e Evidence Gathering: Forensic Science and Digital Forensics

e Incident Response and Crisis Management

Tea & Coffee Break

Group Exercise

e Produce an INCIDENT MANAGEMENT PLAN that fully reflects the *principles of protecting digital evidence’ for a business enterprise
or large organisation
e Feedback / Outcome

Final Recommendations & End of the Forum
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Origin Group has significant experience with developing human capital,
organizations in private, public and semi-government sectors, and
events management. The events are innovative and creative as Origin
is always focusing on bringing top management gurus from different
parts of the world as well as hosting unique retreat outdoor events.

Some of our clients
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Data Protection and Information Securlty e ub uLqu.sz.oJl Uolo WlilLl dulo a
in the Age of Cyber Security 4 , 2 . . Ol YoV

Please complete the registration form in CAPITAL LETTERS and send it

g Individual/ back by fax (+973) 17-552 890 or contact tel. (+973) 17-552 878
'Yl Group Delegate
. . Organization name
3 Registration
4 Form Contact person
> Job title
6 Payment Method:
7 Please make Payments in Mailing address
favour of:
8 .
Account Name: E-mail

* For additional registration, use a copy of this form

Origin Consulting

L X i i : Co.W.L.L Teleph
Participation Fees in BD. Fees inclusive of: elephone Fax
- Free pass to all sessions.

o . - Free pass to all workshops. Bank: BBK Mobil
Participation Fees: BD. 290 per delegate - Full conference materials. obrle
* Group rate available - L“”ChéTea/ C°ff‘?ﬁ3rea"5- Bank Number:
- Attendance certificate. BH 21 BBKU 0010 0000278570  Authorized signature Date
Cancellation / Substitutions No cancellation will be permitted once a registration form is received. However, sbustitution is allowed.
Event management How to Register: You can contact organizing committee

I N® ® +973 17 552 078 @ info@origin.com.bh
® +973 3779 3388 Kingdom of Bahrain

GROUP © 0 OO O Originbahrain




Our Offices and Partners Worldwide
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® For inquiries and registration, please contact:
ORIGIN Origin Group Office: & 17552078 | & 37746377 | 37793388
GROUP = info@origin.com.bh | @& www.origin.com.bh
9 Kingdom of Bahrain | f in ¥ © Originbahrain



